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5-layer model
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Encapsulation of packets
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Vulnerability in protocols
Man in Middle attack utilizes vulnerability in Link Layer protocols:

• ARP Poisoning of the ARP Table (Address Resolution Protocol)
• DNS Spoofing
• Session Hijacking
• SSL Spoofing
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Link Layer Responsibility
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Link Layer Implementation

• Implemented in HW: NIC (Network Interface Card)
• Implemented in SW: CPU 
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Purpose of Link Layer

• Encapsulate datagram in frame
• Send/Receive frames between adapters
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Medium Access Control Address (MAC)

• 24 bits: OUI (Organization Unique Id), universally by manucacturer (may be overwritten)
• 24 bits: NIC specific
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MAC addresses and ARP
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MAC addresses and ARP

• MAC Address is “permanent”. IP-address change
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ARP Table

• ARP table IP/MAC relation
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ARP Procedure Normal traffic

• A sends to B, but does not know B’s MAC address
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ARP Procedure Normal traffic
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ARP Poisoning Principle

• Inside a LAN any host (T) can at any time and 
• without an ARP-request send an ARP-reply to A 
• updating the ARP table (at A) with a “fake” IP-address (of B) and attackers MAC address (T)
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ARP Poisoning Traffic 

• Traffic is bypassed to sniffer (attacker T)
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Assignments

• Time for a little discussion and hard practical work
• Install Cain & Abel tool
• Perform

• ARP Poisoning on your own LAN / hotspot 
• Together with friends or using a PC, router and your mobile(s)
• Run as fast as you can with more spoofing

ManInMiddle Attack Excercise
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http://micl-easj.dk/IT%20Security/Opgaver_Alm/ManInMiddle-Attack.pdf
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